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Overview

ClamAV-GUI for eCSisafriendly interface for OS/2 ported ClamAV anti virus tool. Installation is done through WPI
package which is the best and eCs base included installer and installation database. Y ou can run more than one instance
and you can drag/drop files or folders on ClamAV-GUI icon for ponctual scan.

Installation

Pre-requisit

« Have ArcaOS or any base OS/2 system like eCS environement (e.g. eCSV2GA)

« Install required ported ClamAV (WPl or RPM/YUM by Yuri) or my latest ClamAV WPl package anti
virus tool before installing ClamAV-GUI for eCS. (If ClamAV was installed using RPM/YUM, see
information about RPM checkbox under Settings - ClamAV-GUI must be restarted after any RPM/Y UM
checkbox setting change)

«  have pre-requisit for ClamAV ported installed too.



http://remydodin.levillage.org/outils/Clamav-0_97_3.wpi
http://web.os2power.com/yuri/ClamAV

Install process

1. RunClamAV-GUI WPI package and follow installation. Prefer default suggested installation path
2. Atfirst ClamAV-GUI run, 3 reguired sub-directories are created and named:
- Quarantine (any move or copy infected files are placed here if requested)
- share (used for some temp files and/or virus database signature if official is missing)
- Uselist (place any user directory or fileto scan list here. Use UCL (User Clam List) extension name

Main windows;
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| Clama report - 19 3ul 2017 (ClamD is naaing)

rEC dy.
y toaded files scan enabled ----

9:26pnia: scan enging Initialization for selected path...

~==== SCAM INPROGRESS - pidA0D85 ---=~

Directories o1 files reported a5 having a problem follow...

ERROA: Can't access file C3/052/BO0T/CADE.SYS

= mm e SCAN SUMMARY == e ew e

Knaven vises: 6306931

‘virus DB Last update: 19 Jul 2047 - 16:33:25

Virus DB Main - yerslon: 00058

Virus DB Dalty - varsian; 23577

Scanned files): 313

Infected fies: 0

Tatal emors: 1

Time: 6172520 (D m63)
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e Drivelist alow you to select full drive to scan and set the default drive letter top use for [dir] option

e [dir] open adirectory tree view to allow user selected directories to be scanned. It allows to create or recall
user created list if the correct option is set under Settings

e ClamAV 0.96.4 (field showing ClamAV version. If thisisn't ok, check Settings and verify Clamav.dll is under
avalid dll path — If a different clamav.dll build is found than the new one under instalation path, a warning
message isissued

e Right field isthefile/dir input field send for virus scan. Click on drive or dir to add directories or full drive

e Dark grey field is the message field displaying current process (Clamdscan only show defined directories
available under the input field.

e Bedllow the message field is the report field under which scan result and other action are reported.

e Right col is used to display fina report ICON result (ok or infected), current status [running...], [History] or
[processes] and the scan button to start the scan.

e Support of background color change using drag/drop color (to resore default color, drop black color in
background or go through GUI colors window under settings). At close time, color parameters are saved for
reuse for futur run.

e You may haverxu.dll and rxlvm.dIl under boot_drive:\ecs\dll or boot_drive:\os2\dll or boot_drive:\sys\dll all
iswell - if they are missing, install at least rxlvm.dll

Note: A drag/drop of files or directories onto the ClamAV-GUI icon starts the scan immediatly as single run process
providing single file or directory name as paramters does the same.
Any subdirectory added as parameter and preceeded by # makes process to use configured recursive dir option.
Thisfacility is used by the scheduler daemon (latest short results infos are keept into INI file)

Clamavgi.ini isunder ClamAV-GUI program path but it could use an older ini under .\OS2!



Settings

Open Settings and correct default settings if needed (if config.sysincludes a « SET UNIXROOT » statement, it appears
into parameterstitle .
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Exclude List

full filename or pattern: _ m

Delete
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e Alarm oninfected (Clamscan and ClamAV GUI parameter to provide aring tone for found infected fiels)

e al (Check this box beside Alarm setting if alarm should occur on any infected file)

e Keeptempfiles (Clamscan parameter)

e Unwanted appls (Clamscan parameter. This could provide unwanted alerts)

e Scan subdirs (ClamAYV enable subdirs scanning - see [n recurs] for branch level)

e Scanarchives  (ClamAV enable archives scanning - see[n recurs] for branch level)

e multiscan (Clamdscan parameters usefull on SMP systems. ClamD could crash if no well tunned)

e No-dns (Used by Freshclam to get virus database updates. Older systems or firewall may need it)

e Removeinfected (Clamscan will remove any infected files* be very carefull with this option)

e Moveinfected (Clamscan will move infected file to « Quarantine » folder)

e Copyinfected (Clamscan will copy infected file to « Quarantine » folder)

e Def=Home (Scan HOME dir as specified into config.sys when no specified exist into the input field)

e Warnings off (removes any warning/excluded file messages from ClamAV GUI report panel)

e Enablelist (Enable option to save and call back user directories/files generated list for scan)

e Dak MsgField (set reverse video color for ClamAV GUI message field)

e CamAVM (Auto-Start ClamAVM —rxu.dll required to have ClamAVM running)

e Excludelist (Create a scan exclude list for Clamscan and/or Clamd including, files, directories or text
string) * Updated in V3 (enable checkbox under exclude dialog for use with clamd)

e ClamAV Dbpath (specify fullpath to ClamAV database files — use fileprompt button and select « main.cvd or

main.cld »)
e ClamAV scan  (specifiy used program name for scanning process. It could be Clamscan or Clamdscan or
any ClamD client able to provide same messages as Clamdscan or clamscan.
e ClamAV Updater (specify Freshclam program to update ClamAV virus signature databases)
e NLS (EN/FR/DE are currently supported but you can create your Ing file)
e ClamDscan « Verbose » Run ClamDscan using an input file to get Scanning file listed into dialog as well as
enabled « Stop » button - * Updated in V3 (added moving wait info for long scan wait)

® - priority Enable/disable lowering scan process priority (first value could be 0 'idl€, 1 'normal’ 2 high'
(do not use this value) while last number is the idle value in the range from 0 to 31)
e UnixR Option to useif ClamAV wasinstalled using RPM/Y UM or through Package Management

Note: UnixR option is the best option to use under ArcaOS
When using ClamDscan or starting Clamd first time, If original fileisfound, it is suggested to choice between the
configured ClamAV-GUI provided config file or the origina file which may not work if not updated.
When adding Clamd into the config.sys, initialization process makes it not usable with Clamdscan and message
no connection is returned. Use Clamscan as « engine » or start ClamD from the startup folder or from startup.cmd



Color settings
Extented color « drag/drop mode only » added since 1.6.0 through a new window. Colore are saved without restart

v lamAy=
ﬁL Seitings View MScan History Help S o LUl color> "'1 G
Use drag,/drop color P
Inpur:_ Drag item to target window, Hold Alt key for system defaull change.
Scan Button ‘mﬁ:’dor: "TH_aIp-
Save Button
2012 {ClamD is running)
Ay, Cancel Button
Erty ield Some build-in themes exist. To apply one of
them, select the new theme from under
CEE «View» option from menu ba and
Contai . . .
ClamAVGUI will restart using selection. To

Text

reset colors to defaultvalue, click on [Default]
under colors settings.

[Dir] window options follow

| View |
. . blue-Arca0s
Color preset (Menu option « View ») blue
red

blue (see above picture) E;akl;ge

purple
Default color

blue ArcaOS
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Path selection

o) ClamAY for ecs diredony free

~Drives/User list
| . = : [ o]
c: J < Select drive

Tree view {[enter] or [Ok] to update list) :

=& c:

—— I25) amouse
@ e
—— 25 DELETE
= [ Desktop
S

J) desktop_save

1 i L

—H ) ARcHIVE

—— [ bin

—— [ book

— |:fjj hoot =
| Ok | Cancel I

Create / Use user scanlist

o) ElamAY for eCs direcony free

~Drives/User list

I . - : [ s

c: = < Select drive

User list:

All_drives_excluding_H.UCL =
all_drives_list_including_H.UCL

|iHome and Temp.llCL
listname.UCL
test_C.UCL

Ok | Cancel |

To add a new directory into the scan list input field (on
main menu)

1. Select adirectory and click two times on it or
enter then repeat the operation until all
required directories have been added.

2. Select adirectory and click on [Ok] to add it
into the scan list and close [Dir] window

3. A green led (bottom right) flashes as soon as
the selected entry is successfully added into
the « input field »

Click on [User list] to view al user saved scanlists.
To create anew list, add all required directories or
«files » if manualy

added into the input field as quoted entry

eg. "C\HOME\DEFAULT\TEST.TXT'

The contain from the input field will be saveinto a user
named file of UCL type.

To useaUser list asinput scan field, enter on the the
selected list or select
and clik ok.

Note: Created User list areelligible for ClamAVM
(monitor/scheduler) program

Click on [< Return] to go back to « Tree view »



Use of exclude list

Enter any patern or full filename
corresponding to files or path not to be
scanned. You can use entries likein the
picture at left side of thistext.

Enable Update Clamd_GUI.conf file for use
with ClamD / Clamdscan (I would suggested
to check under internet or clamd.conf man
file about how to specify paterns)

= Update Clamd_GUI.conf

Install updated Clamrib Add-on into thunderbird (tested with ClamAV 0.98.6)

Open thunderbird and Tools => Add-ons

il Enisn x| 0f Click on Install... and select the
‘““J clamarib xpi file under ClamAV-

ﬁ Dﬁ }{:‘ ﬁ GUI program path

Get Add-ons ~ Extenslans  Themes  Plugins After installation. restart
: e thunderbird and return into add-
clamdrib 0.2.0.2.1.paMX ons. Proceed to a test. Click on
AV seanning Interface fo clamd Preference and Test settings

| | Uninsfall | - 3if it is ok, you should get

ClamAY returned installed

Install... | Get Bitenslons  Find Updafes | version »

Under Thunderbird mailbox, you'll have a ClamAV enabled icon and each incomming scanned email will have a scan
status hopefully « CLEAN »

E
| Today Pane A |!,i enabled |

Note: If the scan fail on attached files above
1MB under single core process, disable the
2 add-on

Clamay srafus: CLEAN

ClamAV-GUI Menu bar

« Files » options:
m 1. Verify Daemons : Check if Daemons are running and enable/disable corresponding

options
Install ClamDWG 2. Start FreshDaemon : Start Freshclam as daemon which is used for auto virus database
start FreshDaemon update (default setting when started from ClamAV GUI = 2 times per day
start ClamDaemon 3. Start ClamDaemon : Start Clamd for system protection
Auto5tart Clamb 4. AutoStart Clamd : Choice between « startup » folder or config.sys + widget install
ClamaAY db updates | 5 ClamAV dbupdate : Start Freshclam to update virus database on-demand
LD B GETA 6. Show PIDs : Enabled if rxu.dll is found under \ecs\dll or \os2\dIl and list all
Show PIDs running processes elligible for a « try to kill » because no garanty
Show TCP stafs is given about succeffull kill. e.g. Use this option to stop ClamD
Open quarantine 7. Open quarantine : Open quanrantine folder to check « moved/copied infected files »

Exit




ClamaY GUI

Defined colors

Exclude list

Clamdscan {conf)
Freshclam {conf)

Viral DB versions |

Removed files
Moved files
Copied files

Log files
Last scan log
Freshcdlam log

Clamd temp dirs

ClamAY GUI

Clamscan
Clamdscan
Freshclam

ClamaY for 0542
ClamaY-GUl for eCS
write to GUI author

About

M scan

View

Refresh drives

blue-arca0s
blue

red

orange

kaki

purple
Default color

The new desktop widget (backgroud istransparent)

« Settings » options:

akrwbdpRE

ClamAVGUI
Defined colors
Exclude list
Clamdscan
Freshclam

« History » options:

1

N

NG~ WDNE

Viral DB versions

: GUI and ClamAYV settings

: Cutomize ClamAV GUI background/foreground colors

: Define an exclude list for Clamscan

: Edit Clamd.conf or Clamd_GUI.conf config file

: Edit Freshclam.Conf or Freshclam_GUI.conf config file

: Last on-demand freshclam virus database update date and time

and corresponding main and daily virus databases versions

Removed files
Moved files
Copied files

Log files

Last scanlog

Freshclam log
Clamd temp dirs

«Help » options:

ClamAVGUI
Clamscan
Clamdscan
Freshclam

ClamAYV for OS/2
ClamAV-GuUI for...
Write to GUI author
About

: Allow you to review successfully removed infected files history
: Allow you to review successfully moved infected files history
: Allow you to review successfully copied infected files history

note: Green icon for Removed entries and Y ellow for others

: « manage », view and/or deleted clamscan or clamdscan log files

Green icon for current clean scan log or red icon for logs having
« FOUND » files

. «browse » last log file (now in the report container) — RMB

popup enabled

: Show freshclam log file from default ClamAV GUI setting
: Clamdscan requesting scan to clamd (daemon) creates temporary

directories and files. Use this option to view and/or delete
unwanted temp directories

: Very short help message

: Opens Clamscan html web pages

: Opens Clamdscan html web pages

: Opens Freshclam html web pages

:Yuri's WIKI link

: My ClamAV-GUI web page for updates review if needed
: Send me an email (open your email program)

: Copyright and programs version

Menu item : Run a Memory loaded files scan

* New V3 This new menu entry allow you to refresh listed drives
useful when you plugin anew USB key or disk.




History entries

Viral DB version

ClamEY G = Nirdaraias e’

#2 Clamay slg database ++

OB location: D2\ varilib\ clamav
Last update: 20 Jul 2017 - 18:39:00

Main - version: 00056 - Current: 07/19/17 16:32:24
File: Deyvary libh clamaw main.cud

Build time: 07 Jun 2017 17:38 -0400

Version: 58

Slgnatures: 4566249

Functionality level: 60

Builder: sigmagr

MD5: 57462fd 731 cfdh356h9deastdazh 732

Verification QK.

Daily - version: 23581 - Current: 07/20/17 18:38:50
File: D\ wvary lib\ clamaw, daily_cld

Build time: 20 Jul 2017 12:15 -0400

Version: 23581

Signatures: 1740697

Functionality level: 63

Builder: neo

Verification OK.

Boode - verslon: 00306 - Current: 07/19/17 16:33:18 il
LR P | ¥

Fllme Fiad cmed b ol e

Display virus database definition files updates (this entry is updated after each « Refresh » action done from ClamAV -
GUI. * New (now, display show full db updates details using sigtools as well last date/time)

Removed files

Display history of successfully Femoved infected files. Thisis acumulative log.

All entries are préfixed by the the logdate and logtimeAs you can see, a green icon is displayed telling you thisfile no
more exist. Click on return to go out of this display.

7Y |

File Settings History Help

Clamay an dermand

EEELELERE
Clama 0.96.4 tnpit] i

lcan | Successfully "removed" ClamaY infected files
i 0110 | F: :
20 Mar 2011 | 05:39:24 | F:/Backup/viruses/fm2utils.zip: Removed.
20 Mar 2011 | 05:41:35 | F:/Backup/viruses/frautils. zip: Removed.
20 Mar 2011 | 05:42:19 | F:/Backup /viruses fm2utils1.zin: Removed.

21 Mar 2011 | 22:53:04 | F:/Backup/viruses/fm2utils.zip: Removed.

21 Mar 2011 | 22:53:56 | F:/Backup fviruses/fm2utils2.zip: Removed.

21 Mar 2011 | 22:54:53 | C:/programs /clamavgui/ Quarantine/fr2utils 1.zips Removed.
21 Mar 2011 | 22:54:54 | C:/programs /damavgul/Quarantine Sfrm2utils2.zip: Removed.
22 Mar 2011 | 08:23:54 | F:/Backup/test_virus/fm2utils.zip: Removed.

B
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Histary
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Moved files
Display history of moved infected files into « quarantine » folder. Thisis acumulative log

All entries are préfixed by the logdate and logtime.
> B x|=|

File Setfings History Help

~Clamay On dermanid

LIEIEIE IR AT T

Clarnay 0.96.4 Inpu‘r:l "Fr\Backup’viruses"

Icon | Successfully "moved" Clamay infected files
- +/Ba F 2ufits 1.zip: moved to 'Ct/PR

Asyou can see, ayellow icon is displayed telling you this file wasn't deleted and could be recovered.

Copied files
Display history of copied infected filesinto « quarantine » folder. Thisis a cumulative log

™ Clanfy-GUl x| =]

File Seftings His'r.ury' Help

=Clamay On demanid

LI

Clarnay 0.96.4 mput:l "\ Backupviruses"

Icon | Successfully "moved" ClamaY infected files
) 21 Mar 2011 | 22:52;41 | F:/Ba 2utits1.zip: moved to 'C:

Information

Wafile (auto-created ifnesded):
CIAPROGRAMSY CLAMAYGLI Eeopled.vir

History

| i [ o]

All entries are préfixed by the logdate and logtime. Asfor « moved » option, displayed icons are yellow. When no
« copied » operation was logged, above message is displayed.



Log files

Display all Clamscan or Clamdscan log files available under log path.

C an demand

alalalalalalalc]o

Icon

=
teA

log
“loghclamdscan_20110327-46952.977_.log
Moy clamdscan 20110327-46959 902 .log
M:\loghclamdscan_20110327-46999_210.log
M:4logclamdscan_20110327-47115_426-.log
M logh clamdscan_20110327-47179_663-.log
i logy clamdscan_20110327-47556_573_.log
M:\loghclamscan_20110327-41203_260.log
Mz lngclamscan 201 10327-41984_709.lng
Mg clamscan_20110327-42129_979.1og
iz logy clamscan_20110327-42230_070.log
M\ loghclamscan 20110327-42422_377.1og
Mz logyclamscan 20110327-42931_726.log
M4 logh clamscan_20110327-43042_473.1og
M4 loghclamscan_20110327-43111_461.log

M\ laghclamscan 20110327-43228_751.1og
Moo clamsran 20140927-43302 443 loa

Lheeeeeeeeee s oee

Any log file having infected « FOUND » entries appears with a RED icon (only for log files generated under ClamAV-
GUI v2.2.0 or above). Entries having ayellow icon are for log files of user stopped scan. Each filename is composed
with the type of scanner user and the date/time of the scan.

A greenicon isonly used the the current scanlog result when no infected file was found.

Y ou can use RMB (Right Mouse Button) and select « View » (to display the log contain with statusicon like it does
when using « Last log scan » ) or « Delete » selected log files.

Last log scan

£l

alalalalalalalc

g T

[A08] "FrhBackuphtest_virs" rDir

o
I

F:\Backup\test_virus\eCoRT-Base-20100929.wpi: OK
Fa\Backupytest_virusheCoRT-Net-20100929.whl: 0K
FriBackuphtest virus\eCUPSO03. wpi: OK
F:YBackuphtest_virus\eicarcom?. zip: Eicar-Test-Signature FOUND
F:'Backup\test_virus\eicar_com.zip: Eicar-Test-Signature FOUND
FitBackuphtest_virushembo202a.zip: OK
Fr\Backuptest_virus\flashT_r4.zip: OK

SCAN SUMMARY
Infected files: 2
Time: 1.352 sec (0m 1 5)

Any entriesfile entry not having « FOUND » has a green icon, any text entry has an information icon while infected
files have aviral icon. Delete will deleted the file from the disk but it doesn't remove the entry from the existing log.



Successfull scan result (with new Arca0s type bitmap DLL — older under BMPDLL )

STy G R

lcon i ClamAv repart - 19Jul 2017 {ClamD s nnning)

| ===~ Memoty loaded files scan enabled -

9:26pm: scan engine initislization for selected path...
SCAN IN PROGRESS - pidd0095 -~

Directories of files reported &5 having & problem fellow....

ERROR: Can't access Ml C:/052/800T/CADH,5YS

SCAN

Knawn viiuses: 5306931

Virus DB Last update: 19 Jul 2047 - 16:33:25

Vinus OB Main - version: 00058

Vinus DB Daily - version; 23577

Scanned file(s): 313

Infected fies: 0

Total emors: 1

Time:6.1725ec{0mes)

0000000000000

E
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FrfRacken fulrues (e, b; Elear-Tear - Slonaters FOUND
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Feamwn e G300930

Eagine verdo=c IL36,6

Sedrned diefoies 1
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* New (v3)
| message about number of detected infected filesis now displaied.



Infected file removal on demand request ( old style )

Clamay repart - 27 Mar 2011 (ClamD is running)

Clamay_GUI for eCS ready.

3:22pm: scan enging initialization for selected path...
SCAN IN PROGRESS - pictH ¥Na*

~ SCAN SUMMARY - -~
Kriown viruses: 811007
‘irus DB Last update: 20 Mar 2011 - 13:16:34
Wirus DB MMain - version: 00053

“irus DB Daily - version: 12864 -
Scanned File(s): 7 Found list
Infected files: 2
_
:

Time: 0.08d sec (Dm0 s)

ClamAVM for eCS 0.1.2

ClamAVM isamonitoring/scheduler tool. It allow you to stop running scan started from ClamAVGUI and mostly
using clamscan. Thisis an experimental build but the ClamAVM should be ready enough for aall day use except
ClamSCD which isn't deep tested (ClamSCD didn't save already executed scan at close time)

Only oneinstance of ClamAVM can be running. If you set « ClamAVM » option under ClamAVGUI and start more
than one clamavgui instance, only one ClamAVM will be started. Since 0.1.0, ClamAV M works now in auto-refresh
mode.

> e[S ClamaY Monitor ®EO
Refresh  Scheduler ?
D_and_E_drives D_drive All_ternparary_path
weekdays: -v--Y-- ‘weekdays: -vY--Y-- ‘weekdays: -¥---—-
Every: week Every: week Every: week
Time: T Ak Time: T Ak Time: 9P

Thisis how scheduled scan are listed into ClamAVM. Y ou can delete any and/or create new scheduled scan from
scheduler barmenu.




Note: ClamAVM wasn't alot developped yet and it is planned more corrections/improvements in the futur.



Defining a new scheduled scan entry:

) scan scheduler
Clamay GUI scanlist: Quick assistant
wll_termporary_path.UCL | -Day (s} /time
c.ucL Enahbling a cheduled scan
D_and_E_drives.LiCL [Ivanday 4
E_Ud(r:\te.UCL [l Tuesday * Select ClamaAyGUl scanlist
Home_and_downlaad_path.UcL [Jwednesday * Select date /time
H_and_G_drives.UCL .
[ Thursday # Select kind of repeat
[ Friday # Enahle selected
(D) Saturday
[EJ5unday Far autastart at hoottime

*# Click on [AutoStart Sch_daeman]
10 P Z time

- Repeat —
. AutoStart Sch_daemon
) Once
= Weekly

' Monthly

Select ascanlist to be submitted at scheduled scan. List are created unde ClamAV GUI, select running days and running
time and at least, the process repeat time e.g. Weekly

Once you press on Enable selected, value is saved into ClamAV GUI ini file and usable for ClamSCD (the scheduler
daemon)

L coCmetoir REe

Refresh Scheduler ?

i

G 007h:CLAMD 0071 @ CLAMAYGL

Any click on Refresh show again updated Clam* processes which can be stopped using popupmenu from RMB (Right
Mouse Button).

Note: ClamAV M uses background color defined under ClamAV GUI

This GUI program is distributed in the hope that it will be usefull but WITHOUT ANY WARRANTLY . Please read
general terms and conditions




These both user interfaces are free to use exclusively under eCS. It is afreeware interface and it is forbitten to include it
into any commercial product without explicite author autorization.

Special agreement is given to eComStation for a freeintegration in eCSV2 asaddon aswell to ArcaOS.

General terms and conditions for freeware producs / GUI

NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE ISNO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "ASIS' WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS
TO THE QUALITY AND PERFORMA4 NCE OF THE PROGRAM ISWITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

END OF TERMS AND CONDITIONS
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